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Background

* The rapid development of network applications puts forward
higher requirements for network reliability.

* Network failures are imevitable and occur more frequently.

* Network fault detection methods based on probe packets are
facing bottlenecks.
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Existing Tools

* Active detection based on probe packet
connection

€ OSPF
€ BFD

* Active detection based on packet statistics
€ PingMesh
€ NetBouncer

 Passive detection based on indicators
@ Netpoirot

* Log-based passive detection
@ Prefix

Table 1
COMPARING PUFF WITH EXISTING METHODS OF NETWORK FAILURE
DETECTION

) Failure Sampling
Type Coverage Period Bettieneck

BFD proactive general ms bandwidth
Pingmesh  proactive  data center 10s storage
007 passive data center s deployment
ML-LFIL  passive general s collection
PUFF passive general ms -

Active detection Bottleneck: The bandwidth and
storage of the detection packet require more
overhead, and the scene is single.

Passive detection Bottleneck: equipment support is

required, end-side deployment requires additional
support
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Passive detection on programmable switch

* Passive detection based on programmable switch and Machine Learning

@ Design idea: Based on the programmable switch, the data collection task is transferred
from the end side to the switch side.

€ Low Overhead: Customized hardware and software design reduces passive detection
overhead.

€ Network IntelliSense: A machine learning method based on in-network data to perceive
network status.
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Motivation

Comprehensive and in-network packet history
helps locate the malfunctions.

Continuous changes 1n traffic of TCP reflect
network failure without resource-consuming end-
to-end metrics
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Figure 2. Example of a given TCP stream when one node 1s down

Figure 1. Using packet history to locate failures
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Overview

Controller
* Control plane —
= o g e
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Implementation

Controller
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PUFF Conftrol plane

* Monitor Selection Module o %ygﬁ} [&-MMJ‘ { — H mmms
€ Generate monitoring switch deployment )
p
des b ding topol t.
no. es by reading topo oogy managemen — N %wg% ﬁ?ﬁ%ﬂ = %gﬁ
* Monitor configuration module { // i 4

€ The best hyperparameters (time window

HIEFHE [ Lapllpeg -2 AN AZHEH

size, number of time windows) in the

topology are generated through integrated — 5 jEiR Ce-»  MEm
learning of tagged fault detection modules.
* Monitor management:
€ Deploy monitoring switch settings
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PUFF Data plane

* Control program

€ Set the number of observation data packets
and characteristic registers by reading the
issued configuration file. When receiving the
control plane access, read the register data

and return.

* Feature register

€ Store the corresponding characteristics.

* Matching action
€ Store eligible data packets
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Detection Algorithm

Feature Extractor

& Link Feature
€ Node Feature

Link Classifier

€ Lcarning-Based Model.

Node Classifier
@ Threshold method.

Node
Features

Y
Node
Classifier

@ " all links
/ .

Link
Classifier

Node
Classifier

| connected

f

|/ to node i

el

el iy i
/
i
ll‘\

~—

Link
Classifier

Ll
Link —r
Features| @MI

4 S

_'/

Figure 4. Failure detection model of nodes and links
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Evaluation

* Evaluation of monitor deployment

Table 111
TOPOLOGY SETTINGS

Topology Node Link RTT Median

GEANT 40 61 2Ims

Tinet 53 88 72ms

AS122] 104 306 28ms
Table IV

CovER FLOW INDEX

Monitor Counts

Topology 1 2 3 - 5 6 7 8
GEANT 67.1 856 876 894 894 9004 904 0904
Tinet 645 746 763 767 804 817 822 88.0
AS1221 158 216 269 316 332 362 385 406

15
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Evaluation

* Evaluation of two-stage feature design
€ CEvaluation of feature design

Table VI Table VII
EXAMPLE OF FEATURE IN GEANT wWHEN w=105Ms EXAMPLE OF FEATURE IN GEANT WHEN w=210MS
Node Type Broken Node Normal Node Node Type Broken Node Normal Node

Position -1 0 - -1 0 +1 Position -1 0 +1 -1 0 +1

ts} 346 257 239 128.8 149.2 154.3 ts} 68.1 1204 37.1 1943 3159 3949

td} 395 330 30.0 1405 156.3 162.5 td} 696 1174 416 2092 3425 4369

bs§ 1.8 1.7 2.8 6.3 52 39 bs} 349 10.8 24 57.5 35.8 12.3

bd; 0.7 48 6.2 1.7 52 3.8 bd: 32.0 13.4 3.2 60.9 36.9 12.5

as; 7.8 4.9 6.3 3.4 27 2.8 as; 48 533 22.8 2.1 5.5 2.6

ad; 6.6 79 2.6 24 28 47 ad; 2.6 10.3 8.1 1.4 2.5 2.7

16
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Evaluation

* Evaluation of two-stage feature design
€ Evaluation of classifier in detection algorithm

Table VIII
COMPARISON OF MACHINE LEARNING ALGORITHMS

Machine Learning Failures  Fl-score Time Per

Method link (in ps)
Logistic Regression Link 0.75 2.5
SVM Link 0.80 808
GBDT Link 0.81 4.4
Random Forest Link 0.79 12.3
Logistic Regression Node 0.71 1.3
SVM Node 0.63 305
GBDT Node 0.76 7.8

Random Forest Node 0.73 8.9
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Evaluation

 Evaluation of link failure detection

€ Analysis of parameters
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Figure 8. Effects of the amount of time windows
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Evaluation

Evaluation of link failure detection

€ Comparison with end-to-end passive detection
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Evaluation

 Evaluation of node failure detection
€ Analysis of threshold

Table IX
PROPORTION OF LINKS CONNECTED TO NORMAL NODE BEING LABELED Table X
AS BROKEN LINK PROPORTION OF LINKS CONNECTED TO BROKEN NODE BEING LABELD AS
BROKEN LINK
Node Type Normal Node Node Type Broken Node
GEANT 21 0.8 0.1 0.02 0.08 GEANT 21 0.23 0.04 0.01 0.72
GEANT 42 0.77 0.1 0.03 0.1 GEANT 42 0.19 0.03 0.01 0.77
Tinet 72 0.75 0.13 0.05 0.07 Tinet 72 0.22 0.04 0.03 0.71
Tinet 144 0.82 0.10 0.02 0.05 Tinet 144 0.15 0.02 0.03 0.80
AS1221 28 0.70 0.10 0.03 0.17 AS1221 28 0.07 0.01 0.01 0.91

AS1221 56 0.73 0.10 0.03 0.14 AS1221 56 0.10 0.05 0.01 0.84
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Evaluation

 Evaluation of node failure detection
€ Comparison in accuracy and failure localization time
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Figure 10. Results of Node Failure Detection
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Table XI

COMPARISON OF FAULT LOCALIZATION TIME

Methods Task Time (in us)
Ping-based approach  link failures 1638000
ML-LFIL link failures 202
PUFF link failures 224
Ping-based approach node failures 114500
PUFF node failures 249
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Evaluation

* Resource Usage
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Figure 11. Resource usage of PUFF
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Finally

THANKS!



