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Background
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• The rapid development of network applications puts forward 
higher requirements for network reliability.

• Network failures are inevitable and occur more frequently.

• Network fault detection methods based on probe packets are 
facing bottlenecks.
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Existing Tools
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• Active detection based on probe packet 
connection 
u OSPF
u BFD

• Active detection based on packet statistics
u PingMesh
u NetBouncer

• Passive detection based on indicators
u Netpoirot

• Log-based passive detection
u Prefix

Active detection Bottleneck: The bandwidth and 
storage of the detection packet require more 
overhead, and the scene is single.
Passive detection Bottleneck: equipment support is 
required, end-side deployment requires additional 
support
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Passive detection on programmable switch
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• Passive detection based on programmable switch and Machine Learning
u Design idea: Based on the programmable switch, the data collection task is transferred 

from the end side to the switch side.
u Low Overhead: Customized hardware and software design reduces passive detection 

overhead.
u Network IntelliSense: A machine learning method based on in-network data to perceive 

network status.
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Outline

• PUFF motivation

• PUFF design

• PUFF Implementation

• Evaluation
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Motivation

• Comprehensive and in-network packet history 
helps locate the malfunctions.

• Continuous changes in traffic of TCP reflect 
network failure without resource-consuming end-
to-end metrics

6



PUFF: A passive and universal learning-based framework for intra-domain failure detection

Outline

• PUFF motivation

• PUFF design

• PUFF Implementation

• Evaluation

7



PUFF: A passive and universal learning-based framework for intra-domain failure detection

Overview

• Control plane
u PUFF Setter

u PUFF Collector

u PUFF Detector

• Data plane
u PUFF Monitor
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Implementation 

• PUFF Controller
u DPTP Ryu controller

• PUFF Runtime
u P4 code and parameter distribution.

• PUFF Data plane.
u P4 implementation

u DPTP for time synchronization
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PUFF Control plane

• Monitor Selection Module
u Generate monitoring switch deployment 

nodes by reading topology management.

• Monitor configuration module
u The best hyperparameters (time window

size, number of time windows) in the

topology are generated through integrated

learning of tagged fault detection modules.

• Monitor management:
u Deploy monitoring switch settings
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PUFF Data plane

• Control program
u Set the number of observation data packets 

and characteristic registers by reading the 

issued configuration file.When receiving the 

control plane access, read the register data 

and return.

• Feature register
u Store the corresponding characteristics.

• Matching action
u Store eligible data packets
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Detection Algorithm

• Feature Extractor
u Link Feature
u Node Feature

• Link Classifier
u Learning-Based Model.

• Node Classifier
u Threshold method.
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Evaluation 

• Evaluation of monitor deployment
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Evaluation 

• Evaluation of two-stage feature design
u Evaluation of feature design
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Evaluation 

• Evaluation of two-stage feature design
u Evaluation of classifier in detection algorithm
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Evaluation 

• Evaluation of link failure detection
u Analysis of parameters
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Evaluation 

• Evaluation of link failure detection
u Comparison with end-to-end passive detection
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Evaluation 

• Evaluation of node failure detection
u Analysis of threshold
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Evaluation 

• Evaluation of node failure detection
u Comparison in accuracy and failure localization time
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Evaluation 

• Resource Usage
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Finally 

THANKS!


